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Council of Europe

European Convention on Human Rights

Right to private life
Data protection

European Convention on Human Rights

Data protection : an enabling right
ECHR
Article 1 – Obligation to respect human rights
Article 8 – Right to private life
Article 9 – Freedom of thought, conscience and
religion
Article 10 – Freedom of expression
Article 11 – Freedom of assembly and
association

Data Protection Convention

Convention 108 (28/01/1981)
UNIQUE (no other international legally
binding instrument in the field)
OPEN (any country in the world with a
complying data protection legislation can
request invitation to accede)
INFLUENTIAL (its principles = data
protection principles taken up in all regions of
the world)

Data Protection Convention

Convention 108 today
currently 54 Parties (including Uruguay,
Mauritius, Senegal, Tunisia, Capo Verde,
Mexico and Argentina as of 1st June 2019)
Pending: Morocco, Burkina-Faso
+ observers (Brazil, USA, Canada, Australia, Korea, Indonesia,
Japan, Israel, Argentina, Chile, Ghana, New Zealand and Philippines
DPA, Abu Dhabi Global Market, Australian Privacy Foundation, Privacy

)
= TOTAL OF OVER 60-70 COUNTRIES
International, etc.

54 Parties + 2 invited + 13 Observer = 69
(November 2018)

Key
Parties to Convention (53)
Acceding Countries (3)
Observer Countries/ DPAs
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Data Protection Convention

Convention 108
Definitions (personal data, processing…)
Scope (public and private sector)
Quality of data
Sensitive data
Security
Rights of data subjects
Exceptions
Transborder data flows
Supervisory authorities

Data Protection Convention

Convention 108 - Modernisation
18 May 2018, The CM adopts the final
text of the “CAHDATA” proposal:



reinforce the individuals’ protection to preserve human
dignity in the Digital Age
Enable free flow of data between Parties (to fully
benefit the advantages of new technologies and
services)

Modernisation objectives:
• promote as a universal standard
• preserve general, simple, flexible and pragmatic character
• ensure coherence with other relevant frameworks (EU, OECD, APEC)

Data Protection Convention

Convention 108 modernised
• Preamble
• “protect every individual, whatever his or
her nationality or residence with regard to
the processing of their personal data,
thereby contributing to respect for his or her
human rights and fundamental freedoms,
and in particular their right to privacy”
(article 1)

Data Protection Convention

Convention 108 modernised
• Article 5 - legitimacy of data processing and
quality of data
“… shall be proportionate in relation to the
legitimate purpose pursued and reflect at
all stages of the processing a fair balance
between all interests concerned and the
rights and freedoms at stake.”

Data Protection Convention

Convention 108 modernised
• Article 5 - legitimacy of data processing and
quality of data
“… on the basis of the free, specific,
informed and unambiguous consent of the
data subject or of some other legitimate
basis laid down by law”.

Data Protection Convention

Convention 108 modernised
• Sensitive data:
genetic data, biometric data uniquely
identifying a person,
“for the information they reveal” – only
allowed where appropriate safeguards are
enshrined in law, complementing those of
the Convention.

Data Protection Convention

Convention 108 modernised
• Exceptions (only to Art 5.4, 7.2, 8.1 and 9)

• provided for by law, respects the essence of the
fundamental rights and freedoms and
constitutes a necessary and proportionate
measure in a democratic society: For the
protection of national security, defence, public
safety, important economic and financial interests
of the State, the impartiality and independence of
the judiciary or the prevention, investigation and
prosecution of criminal offences and the execution
of criminal penalties, and other essential
objectives of general public interest.

Data Protection Convention

Convention 108 modernised
• Exceptions (may be provided to Art 4.3,
•
•
•
•

14.5-6,15.2,a-d)
If: processing activities for national security and
defence purposes
Provided for by law
To the extent it constitutes a necessary and
proportionate measure in a democratic
society
This is without prejudice to the requirement that
those processing activities are subject to
independent and effective review and
supervision (according to domestic legislation).

Data Protection Convention

Convention 108 modernised
1.

No exception to the provisions set out in the Law shall be allowed except to the
provisions of Article(s) X, when such an exception is provided for by law, respects
the essence of the fundamental rights and freedoms and constitutes a
necessary and proportionate measure in a democratic society.

2.

The exception in order to be considered as necessary and proportionate in a
democratic society has to be provided for by law, (to observe quality requirements of
the national law: rule of law, accessible, foreseeable), needs to serve a legitimate
purpose (preferable set out in the Constitution or a national legislation) and has to be
proportionate to the legitimate aim pursued (meaning that the measure envisaged has
to be suitable, necessary and proportionate – both in a narrow sense).

3.

Processing activities for national security and defence purposes shall be subject to
independent and effective review and supervision (remember: the supervisory
authority as well as other authority can be empowered with these functions provided
that it is independent and carry out these functions in an effective manner)

Data Protection Convention

Convention 108 modernised
Provisions possibly subject to exception

Purposes for which the exception can be enacted

•
•
•

General principles (fairness, transparency, purpose limitation, data
quality requirements: adequate, relevant, not excessive, accurate, up
to date, permits only identification no longer that necessary)
Data breach notification to the supervisory authority
Data controller obligation to inform the data subject
Data subject rights

a.
the protection of national security, defence, public safety,
important economic and financial interests of the State, the
impartiality and independence of the judiciary or the prevention,
investigation and prosecution of criminal offences and the execution
of criminal penalties, and other essential objectives of general public
interest;
b.
the protection of the data subject or the rights and
fundamental freedoms of others, notably freedom of expression.

•
•

Data controller obligation to inform the data subject
Data subject rights

Archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes when there is no
recognisable risk of infringement of the rights and fundamental
freedoms of data subjects.
Processing activities for national security and defence purposes

•

(Article 5 paragraph 4, Article 7 paragraph 2, Article 8 paragraph 1 and Article 9)

(Articles 8 and 9)

In addition to the exceptions above, if provided for by law and only to the
extent that it constitutes a necessary and proportionate measure in a
democratic society:
•
Committee’s power to evaluate the effectiveness of the measures
taken
•
To provide information to the supervisory authority on international
transfer
•
To require by the supervisory authority to demonstrate the lawful
conditions for international transfer and its ability to intervene
•
Supervisory authority’s power to investigate and intervene, functions
relating to international transfer, power on taking regulatory decisions
and sanctions, to turn to the judiciary
(Article 4 paragraph 3, Article 14 paragraphs 5 and 6 and Article 15, paragraph 2, litterae a, b, c and d.)

Data Protection Convention

Convention 108 modernised
• Trans border data flows
• General rule: Free flow of data between Parties
• Limitation between Parties (as an exception): ONLY if it seriously
risks to circumvent the Convention OR if a Party is bound by harmonised
rules of protection shared by States belonging to a regional international
organisation. (strict conditions for the application of limitations in §106 –
107 of ER)
• Transfer to non-Party: It is to secure and appropriate level of
protection (by law, by ad hoc or approved standardised safeguards
provided by legally binding instruments)
• Other possibilities to transfer where consent, specific interests of the
data subject, prevailing legitimate interests provided for by law and are
necessary and proportionate in a democratic society, or for freedom of
expression

Data Protection Convention

Convention 108 modernised
• Supervisory authorities
“shall co-operate with one another to the
extent necessary for the performance of their
duties and exercise of their powers, in
particular by:
Mutual assistance, co-operation, co-ordinating their
investigations or interventions, or conducting joint
actions, providing information on their law”

Data Protection Convention

Current State of Play
On 10 October 2018: 21 Parties signed the Amending protocol (Austria,
Belgium, Bulgaria, Czech Republic, Estonia, Finland, France, Germany,
Ireland, Latvia, Lithuania, Luxembourg, Monaco, the Netherlands, Norway,
Portugal, Russia, Spain, Sweden, United King and Uruguay)
on 21 November 2018: Iceland, on 9 January 2019: Cyprus, Hungary, on 28
January 2019: Andorra; on 5 March: Italy, on 22 March 2019: Croatia

Data Protection Convention
Special Rapporteur on the Right to
Privacy
Joseph A. Cannataci

Data Protection Convention

Call for UN member countries
to accede
• Annual report -UN General Assembly (2018)
• Report A/73/45712
“As an interim minimum response to agreeing to
detailed privacy rules harmonised at the global level,
ALL UN Member States been encouraged to ratify
data protection Convention108+[…].”
• Annual report -UN Human Rights Council
(2019)*=
• Report A/HRC/40/63

Guidelines
Guidelines on the protection
of individuals with regard to
the processing of personal
data in a world of Big Data
(2017) are aimed to ensure
that when Big Data involves
the processing of personal
data, each of us is in a
position to exercise our
personal autonomy and our
right to control our data.

Recommendations
 Recommendation CM/Rec(2010)13 on the protection of
individuals with regard to automatic processing of
personal data in the context of profiling
 Recommendation CM/Rec(2012)3 on the protection of
human rights with regard to search engines
 Recommendation CM/Rec(2012)4 on the protection of
human rights with regard to social networking services
 Recommendation CM/Rec(2018)2 on the roles and
responsibilities of internet intermediaries

Focus on Algorithms
 Study “Algorithms and Human Rights” seeks
to identify possible regulatory options that
member states may consider to minimise
adverse effects or to promote good
practices (2017)
 Declaration on the manipulative
capabilities of algorithmic processes raises
awareness about impacts on the formation
of opinions, on public communication and
on democratic processes (2019)
 Draft Recommendation on the human
rights impacts of algorithmic systems is
intended to provide guidance to member
states in developing relevant policies

Focus on Information Disorder

What can Technology Companies
be done?
National Governments
Media Organisations
Civil Society
International Institutions

CoE and Internet Governance

Thanks for your
attention !

further resources:
www.coe.int/freedomofexpression
www.coe.int/dataprotection
www.coe.int/cybercrime
Facebook Page
Information Society Group
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